
The workscope included:

• Architecture and engineering 
of a bespoke platform

• Physical installation of hardware 
including storage arrays, networks, 
firewalls, cabling, and compute.

• Virtualisation design, development, 
implementation, and testing including 
software defined storage.

• Design and implementation of 
identity services based on both 
Windows and Linux technologies.

• Security compliance, including 
patching and authentication.

• Compliance with standards and 
protocols, including secret classified 
components.

• Working within a Development 
Operations (DevOps) framework 
for automated Infrastructure as 
Code (IaC) deployments.

Challenge
• Complex multi-tenanted architecture – security 

and access protocols needed to accommodate 
multiple authentication domains with many 
different user groups and security classes 
requiring different levels of system access.

Solution 

Standard patterns were developed that 
integrate differing technologies using common 
underpinning protocols. Furthermore, automated 
deployments, underpinned by the Ansible toolset, 
enabled new software and changes to be rapidly 
deployed into different environments in a very 
controlled manner. A suite of automated scripts 
were developed that enabled major system 
rebuilds to be deployed in hours, rather than 
days, and facilitating easy rollback of major 
changes if required.

Computer
Network Defence

Scope
The aim of JP2068 is to provision an 
enhanced Computer Network Defence 
(CND) system of hardware and software 
to increase the capabilities of Defence’s 
Network Operations Centre capability 
while improving manageability. Insitec was 
contracted to provide identity management 
design services and infrastructure 
architecture expertise to address some 
complex challenges. The initial architecture 
and design engagement expanded to 
include the implementation of infrastructure, 
services and applications. 

Overview
Insitec was contracted by partners Northrop 
Grumman Australia to help implement the 
enhanced Computer Network Defence 
software and hardware elements at the 
Defence Network Operations Centre 
in Canberra.

The work was part of JP2068 – a multi- 
phased program designed to progressively 
develop a survivable Network Operation 
Centre capability to assist Defence to 
effectively manage, monitor and secure 
its major communications networks and 
information systems from intrusion.

Innovative software automation was 
used to optimise and de-risk the 
installation of new Computer 
Network Defence elements.
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Highlights.
█ New platform to strengthen 

security of Defence’s 
Network Operations.

█ Automated software used 
to fast track, standardise 
and de-risk installation


